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Computer Profile Summary  
 
 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

Computer Name:  Markspc (in ALLIEDPLASTICS)
Group:  acosta_tech\Allied_Plastics\

Profile Date:  Tuesday, October 17, 2006   4:24:00AM  -0400
Windows Logon:  mdees

Client Version:  7.1j
 
 

Operating System 
 
Windows XP Professional Service Pack 2 (build 2600) 

 

System Model 
Dell Computer Corporation OptiPlex 170L
System Service Tag: 41CZQ91 (support for this PC)
Chassis Serial Number: 41CZQ91
Enclosure Type: Mini-Tower

 

Processor 
 
3.00 gigahertz Intel Pentium 4
16 kilobyte primary memory cache
1,024 kilobyte secondary memory cache

 

Main Circuit Board 
 
Board: Dell Computer Corp. 0RF945
Serial Number: ..CN7082161800OM.
Bus Clock: 800 megahertz
BIOS: Dell Computer Corporation A07 1/21/2005

 

Drives 
 
79.95 Gigabytes Usable Hard Drive Capacity
69.07 Gigabytes Hard Drive Free Space

 

Memory Modules 
 

1,022 Megabytes Installed Memory

Slot 'DIMM_1' has 512 MB
Slot 'DIMM_2' has 512 MB

HL-DT-ST CD-RW GCE-8487B  

Local Drive Volumes 
c: (NTFS on drive 0) 79.95 GB 69.07 GB free

ST380011A [Hard Drive] (80.00 GB, 69.07 GB free) -- 
drive 0, s/n 5JVWKBJY, rev 8.16, Healthy

 

Network Drives 
last mounted by lwolf at 5/26/06  5:23PM
r: \\rtserver9\rtdb 36.18 GB 23.20 GB free
s: \\rtserver9\realtrac 36.18 GB 23.20 GB free
w: \\10.0.1.25\shared 
folders

133.50 GB 84.44 GB free

last mounted by mdees at 10/16/06  9:18AM
e: \\allied-ga\bademail 133.50 GB 91.84 GB free
w: \\allied-ga\shared 
folders

133.50 GB 91.84 GB free

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
 

Users (details...) 
 
local user accounts last logon
Administrator 10/16/06  4:55PM (admin)
Leanna 4/15/06 11:10AM

local system accounts
Admin never         (admin)

XGuest never         
XHelpAssistant never         
XSUPPORT_388945a0 never         
ALLIEDPLASTICS domain  
logons
administrator 8/01/06 10:51AM (admin)

 

Printers 
Adobe PDF Converter on My Documents\*.pdf
HP DeskJet 810C on  

\\ANNPC.alliedplastics.local
\HPAnn

HP DeskJet 
840C/841C/842C/843C

on  
\\RONNIEPC.alliedplastics.l 
ocal\HPMinh

HP LaserJet 1200 Series PCL on  
\\MIDOPC.alliedplastics.loc 
al\HPMido
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lwolf 5/26/06  5:23PM (admin)
mdees 10/16/06  9:18AM (admin)
rcobb 6/13/06  3:32PM

 
X Marks a disabled account; L Marks a locked account

HP LaserJet 1200 Series PCL on DOT4_001
HP LaserJet 6P on  

\\RONNIEPC.alliedplastics.l 
ocal\HP LaserJet 6P

HP LaserJet 6P on  
\\TEMP1PC.alliedplastics.loc
al\HPRonnie

KONICA MINOLTA C350 PCL5con  
\\ALLIED-GA.alliedplastics.l
ocal\KONICA

Lexmark Z52 Color Jetprinter on  
\\ANHTUANPC.alliedplastics
.local\LexmarkAnhtuan

Microsoft Office Document 
Image Writer Driver

on Microsoft Document 
Imaging Writer Port:

Microsoft Shared Fax Driver on  
\\ALLIED-GA.alliedplastics.l
ocal\Fax

 

Controllers 
 
Intel(R) 82801EB Ultra ATA Storage Controllers (2x)
Primary IDE Channel
Secondary IDE Channel

 

Display 
 
Intel(R) 82865G Graphics Controller

 

Bus Adapters 
 
Intel(R) 82801EB USB Universal Host Controller - 24D2
Intel(R) 82801EB USB Universal Host Controller - 24D4
Intel(R) 82801EB USB Universal Host Controller - 24DE
Intel(R) 82801EB USB2 Enhanced Host Controller - 24DD

DELL E176FP [Monitor] (16.9" vis, s/n 641805CS4GHC, 
December 2005)

 

Virus Protection 
 
McAfee VirusScan Ver 10.0.27
Scan Engine Version 5100
Virus Definitions Rev 4873
Realtime File Scanning On

 

Multimedia 
 
SoundMAX Integrated Digital Audio

 

Communications 
 
Intel(R) PRO/100 VE Network Connection

primary IP Address: 10.0.1.105 / 24
Gateway: 10.0.1.1
Physical Address: 00:16:76:19:31:F5

RAS Async Adapter
 
Networking Dns Server: 10.0.1.25

 

Other Devices 
 
HID Keyboard Device
HID-compliant mouse
R-TT Backup Archive Explorer
USB Human Interface Device (2x)
USB Root Hub (4x)

 

Software Product Ids
 
Adobe Systems - Acrobat 6.0 Standard x1016-1315-7517-6582-2088-4398
Belarc - BelMonitor Client x1e4213e6
Microsoft - Interactive Training x22404-OEM-0000007-00000 (Key: TM66R2Q86KHXPBDCQ9TR9WTQY)
Microsoft - Internet Explorer x76487-OEM-0011903-00102 (Key: XJM6QBQ8HWT6DFBY934TYD4YT)
Microsoft - Microsoft Office Basic Edition 2003 x73102-OEM-5690951-27673 (Key: J4GRG37HPGRQYR4V9JKDK2743)
Microsoft - WebFldrs XP x12345-111-1111111-82333
Microsoft - Windows XP Professional x76487-OEM-0011903-00102 (Key: XJM6QBQ8HWT6DFBY934TYD4YT)

 

Installed Software (click * for details)
 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
* Adobe Systems - Acrobat Distiller Version  6.0.0.2003051900
* Adobe Systems - Reader Version  6.0.2.2004051800
* Belarc - BelMonitor Client Version  7.1j
* Cinematronics - 3D Pinball Version  5.1.2600.2180
* Exact ERP-NA, Inc - Workstation Driver Configuration Version  9.0.0.0
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* Exact ERP-NA, Inc. - JobBOSS Version  9.0.0.0
* Exact Software NA - Data Collection - Workstation Driver Version  1.0.0.0
* Intel - Common User Interface Version  7.0.0.4396
* Intel - Network Configuration Services Version  6.2.35.0
* Lexmark - Inkjet Printer Version  1.0.0.0
* Lexmark - MarkVision for Windows Version  9.37
* Macromedia - Captivate Version  1.0.0.0
* McAfee Inc. - VirusScan 
* McAfee, Inc - McAfee Application Installer Version  6, 0, 0, 0
* McAfee, Inc - McAfee SecurityCenter Update Manager Version  6, 0, 0, 0
* McAfee, Inc - McAfee SecurityCenter Version  6, 0, 0, 0
* McAfee, Inc. - McAfee VirusScan Version 10, 0, 0, 0
* Microsoft - Application Error Reporting Version 11.0.6560
* Microsoft - Clip Organizer Version 11.0.6551
* Microsoft - Data Access Components Version  3.525.1117.0
* Microsoft - Fax Server Version  5.2.1776.0
* Microsoft - Interactive Training Version  3, 5, 0, 117
* Microsoft - Internet Explorer Version  6.00.2900.2180
* Microsoft - Messenger Version  4.7.3001
* Microsoft - Microsoft® .NET Framework Version  2.0.50727.42
* Microsoft - Office 2003 Version 11.0.6568
* Microsoft - Office Document Imaging Version 11.0.1897.0
* Microsoft - Office InfoPath Version 11.0.5510
* Microsoft - Office Outlook Version 11.0.6565
* Microsoft - Office Picture Manager Version 11.0.6550
* Microsoft - Office Save My Settings/Profile Wizard Version 11.0.5510
* Microsoft - Office Source Engine Version 11.0.5525
* Microsoft - Schedule+ for Windows 95 Version  7.5
* Microsoft - SelfCert Version 11.0.5510
* Microsoft - Visual Studio .NET Version  7.00.9466
* Microsoft - Windows Installer - Unicode Version  3.1.4000.1823
* Microsoft - Windows Media Player Version 10.00.00.3646
* Microsoft - Windows Movie Maker Version  2.1.4026.0
* Microsoft - Windows NetMeeting Version  3.01
* Microsoft - Windows Script Host Version  5.6.0.8820
* Microsoft - Zone.com Version  1.2.626.1
* No Company Name - Download Driver 
* No Company Name - EXPRESS Version  1.0.001
* No Company Name - Google Desktop Search 
* No Company Name - Java Web Start 
* No Company Name - javaw.exe 
* No Company Name - JBLaunch Version  1.0.0.0
* No Company Name - Printer Driver Uninstall Version  1.0.4.0
* No Company Name - R-Drive Image 
* No Company Name - r-driveimagecl.exe 
* No Company Name - Search your own computer 
* No Company Name - SunJavaUpdateSched 
* No Company Name - Wizards to adjust .NET Framework security, assign trust to assemblies, and fix broken .NET applicati

Version  1.0.5000.0
* No Company Name - Workstation Driver Demo 
* REALTRAC a Division of Mindbridge Systems - Realtrac Version  9.04.0029
* R-Tools Techology - R-Drive Image Version 3.0.4.6

 

Missing Microsoft Security Hotfixes
 

These required security hotfixes (using the 10/10/2006 Microsoft Security Bulletin Summary) were not found installed.

Note: CIS benchmarks require that Critical and Important severity security hotfixes must be installed
 

Hotfix Bulletin Id Description Severity Rating
 
Q922770 MS06-056 Vulnerability in ASP.NET 2.0 could allow for information 

disclosure
Moderate

Q922819 MS06-064 Vulnerabilities in TCP/IP IPv6 could allow denial of service Low
Q923191 MS06-057 Vulnerability in Windows Explorer could allow remote code 

execution
Critical

Q923414 MS06-063 Vulnerability in Server Service could allow denial of 
service

Important

 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
Q924191 MS06-061 Vulnerabilities in Microsoft XML Core Services could allow 

remote code execution
Critical
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Q924496 MS06-065 Vulnerability in Windows Object Packager could allow 
remote execution

Moderate

 
 

Installed Microsoft Hotfixes
 

Hotfix Verification Description Severity Rating Installed On
 

 .NETFramework 1.1 
 
M886903 MS05-004: ASP.NET path validation vulnerability in 

Microsoft .NET Framework 1.1 Service Pack 1
Important 4/15/2006

S867460 List of bugs that are fixed in the .NET Framework 1.1 
Service Pack 1 (SP1)

8/11/2004

 

 Internet Explorer 
 
SP2 SP2

 

 Microsoft .NET Framework 2.0 
 
KB917283 MS06-033: A vulnerability in ASP.NET could allow 

information disclosure
Important 9/27/2006

 

 Step By Step Interactive Training SP2 
 
KB898458 pass MS05-031: Vulnerability in step-by-step interactive 

training could allow remote code execution
Important 4/15/2006

 

 Windows Media Format SDK SP0 
 
KB891122 Update for Windows Media Digital Rights 

Management-enabled players
4/15/2006

KB902344 pass FIX: Some portable devices may take 30 seconds or 
longer to start playing back a piece of content when you 
play subscription content that is protected by Windows 
Media DRM that uses chained licenses

4/15/2006

 

 Windows Media Player 10 
 
KB911565 MS06-005: Vulnerability in Windows Media Player could 

allow remote code execution

KB917734_WM
P10

MS06-024: Vulnerability in Windows Media Player could 
allow remote code execution

Critical

 

 Windows Media Player 10 SP0 
 
KB917734_WM
P10

pass MS06-024: Vulnerability in Windows Media Player could 
allow remote code execution

Critical 9/27/2006

KB911565 pass MS06-005: Vulnerability in Windows Media Player could 
allow remote code execution

4/15/2006

 

 Windows Media Player 9 SP0
 
KB911565 pass MS06-005: Vulnerability in Windows Media Player could 

allow remote code execution
4/15/2006

 

 Windows Media Player SP0 
 
KB911564 pass MS06-006: Vulnerability in Windows Media Player plug-in 

with non-Microsoft Internet browsers could allow remote 
code execution

Important 4/15/2006

 

 Windows XP SP-1 
 
KB909520 pass Description of the software update for Base Smart Card 

Cryptographic Service Provider
4/15/2006
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 Windows XP SP3 
 
KB893803V2 Windows Installer 3.1 v2 (3.1.4000.2435)  is available 3/30/2006
KB911280 pass MS06-025: Vulnerability in Routing and Remote Access 

could allow remote code execution
Important 9/27/2006

KB914388 pass MS06-036: A vulnerability in the DHCP Client Service 
could allow remote code execution

Critical 9/27/2006

KB914389 pass MS06-030: Vulnerability in Server Message Block could 
allow elevation of privilege

Important 9/27/2006

 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
KB916595 pass Stop error message on a Windows XP-based computer: 

"STOP 0x000000D1"
9/27/2006

KB917159 pass MS06-035: Vulnerability in Server service could allow 
remote code execution

9/27/2006

KB917344 pass MS06-023: Vulnerability in Microsoft JScript could allow 
remote code execution

9/27/2006

KB917422 pass MS06-051: Vulnerability in the Windows kernel could 
result in remote code execution

Critical 9/27/2006

KB917953 pass MS06-032: Vulnerability in TCP/IP could allow remote 
code execution

Important 9/27/2006

KB918439 pass MS06-022: Vulnerability in ART image rendering could 
allow remote code execution

Critical 9/27/2006

KB918899 pass MS06-042: Cumulative security update for Internet 
Explorer

Critical 9/27/2006

KB919007 pass MS06-052: Vulnerability in Pragmatic General Multicast 
(PGM) could result in remote code execution

Important 9/27/2006

KB920214 pass MS06-043: Vulnerability in Microsoft Windows could allow 
remote code execution

Critical 9/27/2006

KB920670 pass MS06-050: Vulnerabilities in Microsoft Windows Hyperlink 
Object Library could allow remote code execution

Important 9/27/2006

KB920683 pass MS06-041: Vulnerability in DNS resolution could allow 
remote code execution

Critical 9/27/2006

KB920685 pass MS06-053: Vulnerability in Indexing Service could allow 
cross-site scripting

Moderate 9/27/2006

KB920872 pass Audio playback does not play the audio file from the 
correct position after you pause it, and you randomly  
receive a Stop error message when you try to play audio 
files in Windows XP Service Pack 2 (S...

9/27/2006

KB921398 pass MS06-045: Vulnerability in Windows Explorer could allow 
remote code execution

Moderate 9/27/2006

KB922582 pass Error message when you try to update a Microsoft 
Windows-based computer: "0x80070002"

9/27/2006

KB922616 pass MS06-046: Vulnerability in HTML Help could allow remote 
code execution

Critical 9/27/2006

KB925486 pass MS06-055: Vulnerability in Vector Markup Language could 
allow remote code execution

Critical 9/27/2006

KB921883 pass MS06-040: Vulnerability in Server service could allow 
remote code execution

Critical 8/10/2006

KB900485 pass Error message in Windows XP Service Pack 2: "Stop 
0x7E"

6/9/2006

KB913580 pass MS06-018: Vulnerability in Microsoft Distributed 
Transaction Coordinator could allow denial of service

Low 6/9/2006

KB885836 pass MS04-041: A vulnerability in WordPad could allow code 
execution

Important 4/15/2006

KB886185 pass Description of the critical update for Windows Firewall 
"My Network (subnet) only" scoping in  
Windows XP Service Pack 2

4/15/2006

KB887742 pass You receive the Stop error "Stop 0x05 
(INVALID_PROCESS_ATTACH_ATTEMPT)" in  
Windows XP Service Pack 2 or Windows Server 2003

4/15/2006

KB888302 pass MS05-007: Vulnerability in Windows could allow 
information disclosure

Important 4/15/2006

KB890046 pass MS05-032: Vulnerability in Microsoft agent could allow 
spoofing

Moderate 4/15/2006

KB890859 pass MS05-018: Vulnerabilities in Windows kernel could allow 
elevation of privilege and denial of service

Important 4/15/2006

KB893756 pass MS05-040: Vulnerability in Telephony service could allow 
remote code execution

Important 4/15/2006

KB894391 pass You receive a "Generic Host Process" error 
message after you start the computer, or DBCS  
attachment file names are not displayed in Rich Text  

4/15/2006
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e-mail messages
KB896344 pass You cannot transfer files and settings from a computer 

that is running a 32-bit edition of Windows XP to a  
computer that is running Windows XP Professional x64  
Edition

4/15/2006

KB896428 pass MS05-033: Vulnerability in Telnet client could allow 
information disclosure

Moderate 4/15/2006

KB898461 pass Software update 898461 installs a permanent copy of the 
Package Installer for Windows version 6.1.22.4

4/15/2006

KB899587 pass MS05-042: Vulnerabilities in Kerberos could allow denial 
of service, information disclosure, and spoofing

Moderate 4/15/2006

KB899589 pass MS05-046: Vulnerability in the Client Service for NetWare 
could allow remote code execution

Important 4/15/2006

KB900725 pass MS05-049: Vulnerabilities in the Windows shell could allow 
for remote code execution

Important 4/15/2006

KB901017 pass MS05-048: Vulnerability in the Microsoft Collaboration 
Data Objects could allow code execution (Windows)

Important 4/15/2006

KB902400 pass MS05-051: Vulnerabilities in MS DTC and COM+ could 
allow remote code execution

Important 4/15/2006

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
KB904942 pass Authentication fails when you use Outlook or Outlook 

Express to try to log on to a HTTP-based mail server if  
you use Internet Explorer version 7.0

4/15/2006

KB905414 pass MS05-045: Vulnerability in Network Connection Manager 
could allow denial of service

Moderate 4/15/2006

KB905749 pass MS05-047: Vulnerability in Plug and Play could allow 
remote code execution and local elevation of privilege

Important 4/15/2006

KB908531 pass MS06-015: Vulnerability in Windows Explorer could lead to 
remote code execution

Critical 4/15/2006

KB910437 pass When Windows Automatic Updates tries to download 
updates on a Windows Server 2003-based or Windows  
XP-based computer, an access violation error may occur

4/15/2006

KB911562 pass MS06-014: Vulnerability in Microsoft Data Access 
Components (MDAC) function could allow code execution

Critical 4/15/2006

KB911567 pass MS06-016: Cumulative Security Update for Outlook 
Express

Important 4/15/2006

KB911927 pass MS06-008: Vulnerability in WebClient could allow remote 
code execution

Important 4/15/2006

KB912812 pass MS06-013: Cumulative security update for Internet 
Explorer

4/15/2006

KB913446 pass MS06-007: Vulnerability in TCP/IP could allow denial of 
service

4/15/2006

KB873339 pass MS04-043: Vulnerability in HyperTerminal could allow 
code execution

Important 3/30/2006

KB885250 pass MS05-011: Vulnerability in server message block could 
allow remote code execution

3/30/2006

KB885835 pass MS04-044: Vulnerabilities in Windows Kernel and LSASS 
could allow elevation of privilege

Important 3/30/2006

KB887472 pass MS05-009: Microsoft has released a security update to 
Microsoft Windows Messenger

3/30/2006

KB888113 pass MS05-015: Vulnerability in hyperlink object library could 
allow remote code execution in Windows Server 2003

3/30/2006

KB889673 pass A hardware DEP-enabled computer may stop responding 
when you resume from standby or from hibernation in  
Windows XP Service Pack 2

3/30/2006

KB891781 pass MS05-013: Vulnerability in the DHTML editing component 
ActiveX control could allow code execution

Important 3/30/2006

KB896256 pass Computers that are running Windows XP Service Pack 2 
and that are equipped with multiple processors that  
support processor power management features may  
experience decreased performance

3/30/2006

KB896358 pass MS05-026: A vulnerability in HTML Help could allow 
remote code execution

Critical 3/30/2006

KB896422 pass MS05-027: Vulnerability in Server Message Block could 
allow remote code execution

3/30/2006

KB896423 pass MS05-043: Vulnerability in Print Spooler service could 
allow remote code execution

Critical 3/30/2006

KB896424 pass MS05-053: Microsoft Security Bulletin Vulnerabilities in 
graphics rendering engine could allow code execution

Critical 3/30/2006

KB899588 pass MS05-039: Vulnerability in Plug and Play could allow 
remote code execution and elevation of privilege

3/30/2006

KB899591 pass MS05-041: Vulnerability in Remote Desktop Protocol could 
allow denial of service

Moderate 3/30/2006

KB901214 pass MS05-036: Vulnerability in Microsoft Color Management Critical 3/30/2006
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Module could allow remote code execution
KB904706 pass MS05-050: Vulnerability in DirectShow could allow remote 

code execution
3/30/2006

KB905915 pass MS05-054: Cumulative security update for Internet 
Explorer

3/30/2006

KB908519 pass MS06-002: Vulnerability in embedded Web fonts could 
allow remote code execution

Critical 3/30/2006

KB908673 pass Problems may occur when you try to transfer files to or 
from a device that is connected to a USB 2.0 hub in  
Microsoft Windows XP

3/30/2006

KB912919 pass MS06-001: Vulnerability in graphics rendering engine 
could allow remote code execution

Critical 3/30/2006

 
Totals: Key for Hotfix Verification:

76 Pass marks a hotfix that verifies correctly.
0 Fail marks a hotfix that fails verification (failing hotfixes need to be re-installed).
8 Unmarked hotfixes lack the data to allow verification.

 
Click here to see all available security Hotfixes for this system.

 
 Tuesday, October 17, 2006   4:32:04AM 
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